
Turn security compliance on its head with 
remediation from the start 
Build security quality into the authorization process for faster,  
less costly deployments

When Japan began building cars after World War II, it modeled operations after American car factories, which produced 
parts in mass quantities and moved production down the line according to regimented schedules. Over time, companies such 
as Toyota adopted manufacturing models that were better suited to the Japanese market. Japanese automakers built only the 
parts they needed immediately, and they didn’t move production to the next phase until any issues were resolved. Because 
Japanese automakers fixed problems at each stage of the production process – instead of at the end – their cars had far fewer 
problems at the end of the line than cars produced by other manufacturers.

Applied to information technology, the lessons of Japanese automakers could result in better performing, more secure 
systems. If, for example, security issues are addressed during software builds rather than afterward, buyers have greater 
assurance that their systems are secure and builders get to market faster. 
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Unfortunately, this scenario is contrary to the way many IT systems are built. For example, in the Federal government, 
agencies may buy or build software, but during the Risk Management Framework (RMF) accreditation process, through 
which they hope to gain authority to operate (ATO) – a vulnerability is discovered. At that point, the agency has two choices: 
Fix the vulnerability, which could take many months and cost millions, or seek a waiver for the software, which means the 
agency accepts a known vulnerability for as long as the software is in use. 

Fortunately, agencies have an alternative. They can assess and improve security during the software development and 
test process. If a problem is found, they can address it before moving on to the next phase of development. And, they can 
automate this check-and-fix process, cutting weeks or months out of the time it typically takes to achieve ATO. 

To this day, quality remains a hallmark of Japanese automaking. Quality – reliability and security – can become hallmarks of 
Federal government networks, systems, and applications – if developers build it in from the beginning. 

Build SECURITY CONTROL COMPLIANCE into systems from the beginning

The RMF process aligns with another key 
Federal cybersecurity initiative, the Continuous 
Diagnostics & Mitigation (CDM) program. 
Through CDM, agencies aggregate data from 
across their networks about who and what is on 
their networks, and what is happening on their 
networks. This data helps them to prioritize 
investments of time and resources to improve 
their cyber posture.

The CDM program calls for agencies to assess 
their systems and apply security controls 
outlined in NIST Special Publication 800-53 – 
consistent with the RMF. While CDM calls for 
the implementation of NIST SP 800-53 controls, 
agencies are not limited to those controls. Any 
security control (safeguard or countermeasure) 
that can support the desired security posture of  
an information system may be used.

Adding to agencies’ security complexity, they must also implement configuration specifications – either those outlined in 
the Security Technical Implementation Guides (STIGs) published by the Defense Information Systems Agency or those 
published by the Center for Internet Security (CIS). [In this paper, we refer to STIGs, although the same guidance applies  
to CIS controls.] 

STIGs are designed to harden and lock down information systems and software that may otherwise be vulnerable to 
malicious attacks. Numerous discrete security controls (such as those outlined in NIST SP 800-53 and 800-128) are 
embedded within each STIG. They address a wide range of issues, from operating system registries to auditing policies. 
During the process of scanning systems for STIG compliance, agencies discover which controls they need to remediate. 

In the traditional process of compliance with system-level security controls, agencies conduct their assessments and 
remediation manually. With more than 500 STIGs and dozens of individual controls for each STIG, the process of scanning 
and remediating is time intensive and requires many cybersecurity staff to carry out. Even quarterly updates, in which 
a subset of STIGs are updated or new STIGs are issued, could take months to implement. Remediation is also hugely 
expensive. In fact, a STIG might cost 100 times more to fix in the RMF/ATO phase versus in development. 
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If agencies wait until the end of the development process to 
evaluate their compliance, they are likely to require waivers 
from some controls. That’s because the application of security 
policy can interfere with system operation, especially if the 
system or application was not designed, developed, and tested 
in a STIG-compliant environment. Agencies end up accepting 
vulnerabilities, despite the systems that are designed to 
prevent them. 

If agencies take a page from the Japanese automakers’ 
manual, however, and conduct scanning and remediating 
throughout the test and development process, they can get to 
ATO faster and less expensively. And – most importantly – 
their systems are of better quality and more secure. 

Embrace AUTOMATION for faster ATOs

Automation speeds time to ATO even more. It enables ingestion, test, and deployment of security controls weeks or months 
faster than traditional methods. It also ensures continued compliance. Assessment becomes a validation that automation 
processes are working, rather than the beginning of a list of problems to fix. 

Applied to CDM, automation can enable ongoing assessment, authorization, and continuous monitoring – ultimately 
confirming that systems are reliable. The ultimate objective is to create and maintain a securely perfect environment where  
all defects are known, approved, and managed, and no unknown defects exist.

SteelCloud offers an easy-to-use, domain-independent software application that enables agencies to efficiently and 
continuously achieve STIG and custom policy compliance in every infrastructure. ConfigOS accomplishes three primary 
functions:

Enables a systems administrator to determine the correct (“securely perfect”) STIG controls for an application 
environment in about an hour

Documents the effort to set up proper STIG controls by automatically creating a machine-executable XML signature  
that is secured using FIPS-validated encryption

In conjunction with this compact, secure signature, remediates the system to the targeted security standards in a matter 
of seconds, without unexpected downtime 

 The STIG policy lifecycle

SteelCloud at a glance

U.S.-owned small business based in Ashburn, VA

12 years of Federal government STIG and compliance automation experience

Awarded eight patents for ConfigOS automated security policy remediation software

Hundreds of ConfigOS installations span the defense and civilian sectors and government contractors 

Use cases include business, weapons, classified, medical, SCADA, and cloud systems and infrastructures



ConfigOS works anywhere in the world; it does not require a web or database server, or 
internet service. It has been implemented across the Department of Defense in classified 
environments, tactical deployments, air-gapped labs, Amazon Web Services cloud, and 
standalone systems. It installs in minutes, and after a two-hour training, administrators can 
realize immediate gains. These include:

 Initial hardening and baseline creation in just one hour – a reduction in time of about 
90 percent. In production, a single implementation of ConfigOS can scan 5,000 to 
15,000 endpoints per hour and remediate 3,000 to 5,000 endpoints per hour

 Real-time visualization of system compliance at a glance

 Reduced downtime. If STIGs and an application conflict, ConfigOS rolls back 
controls to a known good state, freeing systems staff from a cumbersome 
investigative process

 Immediate payback. ConfigOS usually pays for itself the first time it is used, which 
frees current-year budget for other mission-critical activities

Automation also dramatically reduces the number of staff required to assess and remediate 
systems, and it enables staff who aren’t experienced in hardening systems to complete 
the work quickly and accurately. With 63 percent of Federal agencies reporting that 
cyberattacks increased in 2020 and about one-third of Federal cybersecurity jobs unfilled, 
agencies must find ways to accomplish more with the same or fewer cybersecurity staff. 

One large government program using ConfigOS reduced its up-front STIG compliance 
labor hours by more than 90 percent. At a medium-sized government customer with about 
3,000 endpoints worldwide, four engineers spent 350 hours testing and deploying new 
STIGs every quarter. Now, with ConfigOS, the department supervisor completes the work 
in 45 minutes. 

Build the “M” into CDM 

Automation can help agencies move through the CDM program faster and less 
expensively. The early phases of the CDM program focused on diagnostics, and even 
today, agencies and their industry partners note that the program’s greatest strength is in 
providing situational awareness rather than helping agencies mitigate – or prevent – cyber 
vulnerabilities and threats. In fact, many agencies are still focused on network assessment, 
rather than threat mitigation, despite the CDM program’s nine-year span. 

Agency and Federal-level CDM dashboards provide the means to evaluate cybersecurity 
posture further, but they don’t facilitate mitigation and remediation. Automation can enable 
this critical work – and continually evaluate compliance. 

Department of Homeland Security (DHS) publications on CDM illuminate how the 
program can evolve to support more secure IT environments. According to DHS, “The 
guiding principle of the CDM approach is to observe the ‘actual state’ of the components 
that form the network, have a targeted ‘desired state’ match to the agency’s abilities, and 
provide the mechanism to implement the improvement.”

Since the Federal 
government’s Continuous 
Diagnostics and Mitigation 
(CDM) program launched in 
2012, it has helped agencies 
work to:

Reduce the agency 
threat surface

Increase visibility into 
their cybersecurity 
posture

Improve cybersecurity 
response capabilities

Streamline Federal 
Information Security 
Modernization Act 
(FISMA) reporting
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https://www.cisa.gov/federal-information-security-modernization-act
https://www.cisa.gov/federal-information-security-modernization-act
https://www.cisa.gov/federal-information-security-modernization-act


Federal 

cybersecurity  

by the numbers

The Federal government is 
expected to spend nearly $19 
billion on cybersecurity in 
fiscal 2021. 

President Biden’s request 
for fiscal 2022 discretionary 
funding includes $2.1 billion 
for the Cybersecurity and 
Infrastructure Security 
Agency; $500 million for the 
Technology Modernization 
Fund, for cybersecurity 
and retirement of legacy 
systems; and for research 
into cybersecurity and other 
areas, $599 million for the 
Department  
of Homeland Security and 
$916 million for the National 
Institute of Standards and 
Technology.  

63 percent of Federal 
agencies reported the number 
of cybersecurity incidents 
increased in 2020; 65 
percent said the severity also 
increased

About 52K cyber 
professionals are employed; 
one in three cyber jobs are 
unfilled

Since cyber was added to the 
FITARA Scorecard in May 
2018, the average agency 
score has risen from D to C  
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ConfigOS provides that automated mechanism to implement improvements and achieve the 
desired state, with no unknown defects. With automation, assessment becomes a validation 
that security controls are working, rather than the beginning of a list of problems to fix. 
Diagnostics come out clean – and dashboards validate that Federal network reliability and 
security can be achieved.

One more statement from DHS is noteworthy. “While the CDM program provides tools 
that meet the CDM goals and objectives to strengthen cybersecurity posture by continuous 
mitigation and diagnostics of security settings, it is not funded to procure cyber tools per se, 
but rather to provide tools that help agencies ensure that the cyber tools they do possess are 
appropriately configured.”

The program should not focus on the shiniest tool off the shelf, especially because major 
cyber breaches can prompt opportunistic cash grabs. Focusing on the nuts and bolts of cyber 
hygiene – configuration, compliance, and simply making sure what an agency already owns 
works as well as it can to support the mission – that’s the core aim of CDM. The program 
strives for “continuous mitigation,” but practitioners need to acknowledge that in this context, 
remediation is mitigation. In order to mitigate – or reduce the severity – of threats, the 
program must look to remediate – or find a remedy – when it discovers those threats.

Focus on cyber hygiene can boost agencies’ topline results and offer wholesale improvements 
to some of the government’s most visible performance metrics. Agency grades in the cyber 
category of the Federal Information Technology Acquisition Reform Act (FITARA) Scorecard 
reflect their continued difficulty in moving the needle on cybersecurity. The average agency 
grade for cybersecurity on the December 2020 FITARA Scorecard was C, and agencies sat 
below a D average just two years prior. Only one agency, the Nuclear Regulatory Commission, 
earned an A in December 2020. 

Automated security checks and automated remediation can deliver the “M” in CDM. 
When agencies successfully remediate throughout the system lifecycle, they mitigate cyber 
vulnerabilities – realizing the true promise of CDM. As a result, they can reallocate staff and 
budget to other mission-critical activities. Government-wide cyber initiatives can achieve their 
intended outcomes without budget deficits, unrealized expectations, and questions about their 
overall efficacy. Like the Japanese model of automaking, if agencies take care of the individual 
components and refine the assembly line, they will end up with a well-oiled machine.

Put the “M” in CDM with SteelCloud. To get started on your agency’s 

journey to a securely perfect environment, enabled by automated 

security compliance, please visit www.steelcloud.com/cdm/.

20110 Ashbrook Place, Suite 170  
Ashburn, VA 20147
1.703.674.5500
info@steelcloud.com | steelcloud.com www.steelcloud.com
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