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CIS Benchmarks and CIS Critical Security Controls
Security Best Practices
The Center for Internet Security® (CIS®) makes the connected world a safer place for public and private organizations. CIS is a 
community-driven nonprofit responsible for the CIS Critical Security Controls® (CIS Controls®) and CIS Benchmarks™, globally 
recognized best practices for securing IT systems and data.
 

The CIS Controls are a prescriptive, 
prioritized, and simplified set of 

critical security controls and cybersecurity best practices 
developed by a community of cybersecurity experts that can 
help support compliance in a multi-framework era. CIS Controls 
v8 includes 18 top-level Controls containing 153 Safeguards 
that provide a prioritized path to improve an enterprise’s 
cybersecurity posture. The update for v8 focuses on:

 • Including recommendations for modern technologies such 
as cloud and mobile

 • Being consistent, simplified, and measurable by ensuring 
one security measure per Safeguard

 • Including a task-based focus regardless of who’s 
executing the Control

CIS defines essential cyber hygiene with Implementation 
Group 1 (IG1) as a foundational set of cyber defense 
Safeguards that every enterprise (including those with 
limited resources or expertise) should apply to guard against 
the most common attacks; IG1 represents an emerging 
minimum standard of information security for all enterprises.

Organizations around the world leverage the CIS Controls as 
specific guidance and a clear pathway to achieve the goals 
and objectives described by multiple legal, regulatory, and 
policy frameworks. Some mappings include:
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Download: https://www.cisecurity.org/controls

With our global 
community of 

cybersecurity experts, we have developed CIS Benchmarks. 
They consist of more than 100 configuration guidelines 
across 25+ vendor product families that are designed to 
safeguard systems against today’s evolving cyber threats.

CIS Benchmarks are referenced by industry security 
frameworks and guides as acceptable to use to 
achieve compliance.

FFIECFFIEC

FedRAMPFedRAMP

INDUSTRY
FRAMEWORKS
REFERENCING

FISMAFISMADISA STIGsDISA STIGs

PCI DSSPCI DSS

All CIS Benchmarks are available as free PDF downloads for 
non-commercial use. Select CIS Benchmarks are available 
for configuration assessment and/or remediation through 
various tools from CIS and other vendors.

Download: www.cisecurity.org/cis-benchmarks
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https://www.cisecurity.org/controls
https://www.cisecurity.org/cis-benchmarks
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Hardening OT Environments 
Against CIS Standards

SteelCloud develops compliance automation software to 
help government and commercial enterprises worldwide 
automate policy and security remediation by reducing the 
complexity, effort, and expense of meeting industry security 
standards, such as the Defense Information Systems Agency 
Security Technical Implementation Guides (DISA STIGs) and 
the CIS Benchmarks. As a CIS SecureSuite Product Vendor, 
SteelCloud can integrate the security recommendations of 
the CIS Benchmarks directly into its solutions. It is certified 
by CIS to accurately assist its customers in complying with 
CIS's globally-recognized secure configuration guidelines.

In March 2022, SteelCloud licensed its ConfigOS technology 
to a major U.S. energy company to secure its operational 
technology (OT) assets. Currently implemented in hundreds 
of commercial and government organizations, ConfigOS 
helps harden endpoints against CIS security best practices. 
It's particularly beneficial to operational technology (OT) 
operators in that its agent-less architecture removes the 
need for loading software on assets.

The energy company used ConfigOS to harden thousands 
of process control and SCADA assets according to CIS's 
configuration guidelines for system-level controls. By using 
SteelCloud's CIS-certified solution, the company will be 
able improve its security posture and protect its assets 
against common cyber threats using the CIS Benchmarks' 
consensus-based configuration recommendations in a 
fraction of the time it would take to manually do so.

Supporting 
Resources

CIS offers various resources that organizations can use to 
secure their Industrial Control Systems (ICS) and OT assets. 
Here are just a few:

 • It is Time to Get Serious About Securing Our Nation’s
Critical Infrastructure. Thoughts from CIS's CEO on building
cyber resilience for critical infrastructure.

 • A Short Guide to Infrastructure Security and Resiliency. A
quick analysis of how organizations can use Presidential
Policy Directive 21 (PPD-21) to secure their critical
infrastructure systems.

 • Critical Infrastructure and Public Protection Strategies:
Part 1. CIS's CISO shares security best practices for critical
infrastructure owners and the public. (Part 1/2)

 • Critical Infrastructure and Public Protection Strategies:
Part 2. CIS's CISO shares security best practices for critical
infrastructure owners and the public. (Part 2/2)

 • Episode 31: To Achieve ICS Security Today, Look to
Yesterday. A podcast discussion around threats confronting
ICS and what factors into a robust OT security program.

 • CIS Critical Security Controls ICS Companion Guide.
Insight into how to implement CIS Critical Security Controls
v7.1 in ICS environments.

 • CIS Controls v8 Mapping to NERC-CIP. A breakdown
of the methodology for mapping CIS Controls v8 to the
North American Electric Reliability Corporation-Critical
Infrastructure Protection Standards (NERC-CIP).

Be sure to check out the CIS website, as 
more resources are in the works.

Check out SteelCloud's website for 
resources and materials.
www.steelcloud.com             
info@steelcloud.com
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