Compliance Leaders SPEAK OUT

bout Cybersecurity Challenges & Tools

\

'How do you CLOUD OR ON-PREM
STACK UP? ENDPOINT COMPLIANCE

Say comprehensive
600/ reporting and audit trails
o are critical for end-point
compliance 30%

It depends

Say it is critical to have
(o) complete visibility and
80 /O control over end-point

compliance

Have experienced

80% challenges with end-point

device security control
compliance What are the key compliance

benchmark requirements or
regulations to which your
Say it's important to have organization needs to adhere?

90% real-time monitoring and

alerting capabilities for

end-point compliance STIG
cis
SURVEY RESPONDENT 800-53

DEMOGRAPHICS:
f OT
8 0 omptoes] E

surveyed

Sample Titles that participated
in our survey include:

v cto

‘/ Cybersecurity Lead

\/ Infrastructure Architect
v’ 1550/1SSM
‘/Network Engineer
\/Solution Architect

STIG/CIS COMPLIANCE
TOOLS MOST COMMONLY
USED BY RESPONDENTS

(I
STIG

Easy Button
G, &

v/ConfigOs by SteelCloud
v Evaluate STIG

C I S v'Nessus by Tenable

‘/Systems Administrator

Easy Button
Gy, &

v’ Systems Engineer v Group Policy/Active Directory

\/Technology Specialist v/SCAP Compliance Checker

RESPONDENTS INCLUDED:

gl

Commercial Federal System Government
Integrators Compliance
End-Users

SERVER & ENDPOINT CONTROL HIERARCHY

Less Critical Less Critical

Endpoint Hierarchy " CWPPHierarchy

Threat Anti-malware
hunting = scanning
HIPS with Important, but
ili may be performed

vulnerability _

saldi outside of the
shielding

workload

Incident
EDR response

Behavioral EDR behavior
analytics monitoring

Exploit prevention/

Application control AT PSEE e

Fileless malware .
Application control

detection
Core
Exploit prevention = System integrity workload

memory protection assurance protection

strategies
File-based anti-malware = Network firewalling, visibility
(signature or ML) and microsegmentation
Hardening, configuration and vulnerability management
Foundational Foundational
Gartner.

Stee lCl@/Ud 20110 Ashbrook Place, Suite 200 | Ashburn, VA 20147 | 1.703.674.5500 | info@steelcloud.com | steelcloud.com




