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During our recent webinar on unified STIG automation, we received thoughtful questions from
attendees that we didn’t have time to address live. We've compiled these inquiries—along with expert
responses from the SteelCloud team—into this one-page resource. Whether you're deploying new
systems, navigating RMF workflows, or exploring Al's role in compliance automation, this Q&A is
designed to give you clear, actionable answers.

Q: If we are deploying new networks, and also physical security etc., do they
have to go through the STIG review?

A: New networks and physical security upgrades are usually part of the organization’s System Security
Plan. If the plan does not exist or has to be amended to add these new systems and access points,
then a STIG review is definitely going to be part of that.

Q: What is the most common workflow for DoD for STIG?

A: The most common workflow for DoD as it applies to STIG follows 800-53 guidance. Typically, it
involves an overall system security plan, accreditation of a system, Plans of Action and Milestones,
and final submission to the system of record, which is typically eMASS. Periodic audits are conducted
to assess security standing. These were called CCRIs before; now, they're known as CORAs.

Q: Automated scanning tools can sometimes produce false positives or miss ac-
tual non-compliance, requiring manual verification and troubleshooting. Can
LLMs and other agentic Al capabilities help minimize this fallout, and what is
the current state of Al use in STIG compliance automation?

A: We know that, as they exist today, STIGs require a level of customization in nearly every application
they're applied to. It is either because of a lack of details on the STIG side, or a requirement on the
customer side that a restriction be eased or adjusted to allow for mission success. It is because of
this that tools like ConfigOS are so important. If you don't have a means of modifying your content,
false positives and negatives are unavoidable. Al will be a great tool to help make these changes
and help users decide how best to implement the security guidelines listed in the STIG.

Q: Is SteelCloud on any DoD Approved products/software lists?

A: Yes! Anyone interested can reach out to our sales department or visit How To Buy SteelCloud
Compliance Automation Solutions | SteelCloud for more information.
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